Nucrpykuus Ubiquiti Bullet MS

Kommiexkranus
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VBITOQUITI NETWOIRKS A

1. Iloaxmrouaem Bullet x ycrpoiictBy PoE (mopt Power Over Ethernet), mopt LAN nonkitouaem
K JIOKQJIbHOI ceTH MO0 HermocpeCTBEHHO K KommnbioTepy.! Buumanue! CHavano noaxitounre
Bce mpoBojia k ycrpoiictBam (mopt PoE, mopt LAN k okaiasHOM ceTH MO0 HEMOCPEICTBEHHO K
KOMITBIOTEPY TOJIBKO MOCIIE ATOTO MOAKIIOYUT agantop PoE k anexTpuueckoii cetn
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2 . B agpecHoii ctpoke Opay3epa HaOupaeM http://192.168.1.20 (IP-aapec yka3aH Ha yrmakoBke

uznenus). A npec kamepe npucsonst DHCP-cepep. [ToaTomy, 9T00BI HE TOMATh TONIOBY C [P-

aapecoM, nyuiie ckadats nporpammy UBNT Discovery ona onpenenut yctporictso no MAC-

azpecy u Bbgact ero IP.
/3 Login

r(— = C ©1921681.20/

3 . B nosiBuBIIEMCSI OKHE aBTOPHU3AI[MH BBOJUM JIOTHH U MapOJb MO0 YMOITYAHHUIO:
ubnt(itorun),ubnt(napons). Eciu Bel y)ke HacTpauBaiiu yCTPOWCTBO WM €r0 HACTPAWBAIIU B
cepBuce, BO3MOXKHO, BaMm MoHao0UTCst BBECTH TOT JIOTHH U MAPOJb, KOTOPHIE ObLIN MPUCBOEHBI.
B citydae e ciu Bol ux 3a0bumn , HEOOXOIMMO COPOCHTH HACTPOWKH YCTPOHCTBA MIPU TTOMOIITH
KHOIKH Reset.




word:

Usermame: [l

[Tpu 3axaTuu 3TON KHOIIKH HA HECKOJIBKO CEKYH/I BCe HACTPOUKU COPACHIBAIOTCS K 3aBOJICKUM
(o ymonm4aHuio).
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4. B cnydae nmpaBWIbHOM aBTOpU3aliuu, Bl monagaere Ha maBHyrO cTpanuily Main
MIPOrpaMMHOTO oOecTiedeHusl , Te y3HaeM oOmryro napopmanuto o Bullet (MAC-anpec, nms
YCTPOMCTBA, BpeMs BKIIFOUEHHUS ), BHU3Y €CTh HECKOJIBKO MOPAa3/IeiOB JOMOIHUTEIbHON
uHpOpMaLINH.



Status
Device Mame: UBNT AP MAC: Mot Associated
Metwork Mode:  Bridge Signal Strength: -
Wireless Mode: Station Moise Floor. -
SSID:  ubnt Transmit CCQ: -
Security. none THRX Rate: -/-
Version: w533 Airhax -
Uptime: 00:01:46
Date: 2011-07-26 11:43:43

Channel/Frequency:
Channel Width:

14975745 MHZ
Auto 20/ 40 MHz

ACK/Distance: 31/0.4 miles (0.6 km)
TXRX Chains:  1X1

WLAN MAC:  00:27:22:3C:75:00
LAN MAC: 00:27:22:8D:75:00
LAN:  100MBps-Full
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Crpannna Ubiquiti
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AirMax Settings AirView

AirMax Priority: | None E AirView Port: | 18888

{4 Launch AirView

@ Copyright ;605-2011 Ubiquiti Networks, Tnc.

AirMax sto 3anareraroBannast Ubiquiti Texaonorus TDMA nommnara. AirMax obecrnieunBaer
JYYIyI0 YCTOWYUBOCTD OT MOMEX M YBETUYMBAET MAaKCUMAJIbHOE KOJIMYECTBO MOJIb30BaTENEH,
KOTOpbIE MOTYT OBbITh IMOAKIIIOYEHBI K YCTPOUCTBY (IIPH YCIOBUH, UTO BCE YCTPOICTBA
noAepKUBarOT AirMax)

AirMax Priority- (s Station u Station WDS) Ota dyHkuus onpenenser pazmep BpeMEHHbIX
WMHTEPBAJIOB HA3HAYEHBIX KAXKIOMY KIHEHTY. UeM OoJbIlie MPHOPUTET TEM OOJIbIIE BPEMEHHOM
MHTEpBaJ IJ1s TepeaadH.

AirView - 5T0 aHanu3arop crekTpa BcTpoeHHbIH B Bullet ,m03BoMIs€T OLIEHUTD 3alIyMIIEHHOCTh
PaznovacTOTHOTO CIIEKTPa U O MpeAeTIeHUE Iyl Ui KaHaja .



w Spectrum Analyzer

Launch AirView- Ha)kMuTe Ha 3Ty KHOIIKY JJIs 3aIlyCKa YTHUJIUTHI
File 'v‘ie-.\.- Help

AirView Port - onpeznenser nopt I UCIOJIb30BaHUS YTUIIMTHI.
=

Device: NanoStation M3 (002722C2CACT) on ubnt:/f192, 168.1.20:18888! Total RF Frames: 161 | FPS: 4.2
Waterfall View
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Basic Wireless Settings

Wireless Mode:[7] | Station [=]

SSID: [ubnt

Lockto AP MAC: |

Country Code: | United States

IEEE 802.11 Mode: | AIN mixed

Channel Width:[?] | Auto 20/40 WMHz

] & [ &

Channel Shifting:[?] | Disabled
Freguency Scan List, MHz: [7] Enabled
Auto Adjust to EIRP Limit: [7]

Antenna Gain: fU. dBi Cable Loss: ED- | dB
Cutput Power: ‘:C] .25 2 dBm
Mas TX Rate, Mbps: [ MCS 7 - 65 [150] =] @ automatic
Wireless Security
Security: | r1__0ne _-_ 4 _E]

© Copyright 2006-2011 Ubiguiti Networks, Inc.
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Basic Wireless Settings

Wireless Mode:[?] .;\ccess F"o'in't WDS E[ [ Auto

WDS Peers: |

SSID: |ubnt | [ Hide ssID
Country Code: [ Un|tecl '.-_‘C‘.-taies
IEEE 802.11 Mode: | AN mixed
Channel Width:[?] | 40 MHz
Channel Shifting:[?] | Disabled

Frequency, MHz: | .f\_uto_

|EEE EE

Extension Channel: | None
Frequency List, MHz [7] Enabled
Aute Adjustto EIRP Limit: [C]

Antenna Gain: fD- dBi Cable Loss: 0 . dB
Output Power: e | :25 - | dBm
Max TX Rate, Mops: [ MCS 7- 150 =] 9 Automatic
Wireless Security
Security: | Ij_or]e_ . 4 r E]

MAC ACL: [C] Enabled

© Copyright 2006-2011 Ubiquiti Networks, Inc.



Basic Wireless Settings

Wireless Mode:[?] | Access Point WDS |E| [ Auto

WDS Peers:

S5I1D: {ubnt [F] Hide S8ID
Country Code: | United S'tates
IEEE 802.11 Mode: | AN mixed
Channel Width:[?]| 40 MHz
Channel Shifting:[?] | Disabled

] & [E] [<] €]

Frequency, MHz: | Auto
Extension Channel: | None
Frequency List MHz: [T] Enabled

Aute Adjustto EIRP Limit: [C]
Antenna Gain: |0 dBi Cable Loss: |0 dB

Output Power: —— ] [25 dBm

WMax TX Rate, Mbps: | MCS 7 - 150 ' E [#] Automatic

Wireless Security

Security: | none [=]
MAC ACL: [C] Enabled

© Copyright 2006-2011 Ubiquiti Networks, Inc.

Bxnaaka Wireless coneput Bce He0OxoquMble HacTpoiiku OecnpoBoaHoil yactu SSID, kaHan u
9aCTOTHI, PeXKUM PadOTHI yCTPOHCTBA , CKOPOCTD NepeIadn, O€301macHOCH.

Wireless Mode- 6e3npoBoiHbIE PEKUM PaOOTHI YCTPOIMCTBA

Station - pexxuM KJIMeHTa, KOTOPBIH MOXKET MOJKIIOUUTHCA K TOUKe AocTyna. B pexxume Station
yCTpoicTBa paboTaeT Kak aDOHEHTCKUE CTaHIIMU MPH MOAKIIIOYEHUH K TOYKE JI0CTYTa B PEXKUME.
Access Point ¢ yaukansabiM SSID, koTopast nepenanpasinsieT Bech Tpaduk Ha LAN unHTepdeiic.
Station WDS - WDS pacmmdpossiBaercs kak Wireless Distribution System. Pesxxum Station
WDS nomxeH ucoab30BaThCs MPHU MOIKIIOUESHUN K 0a30BOM CTAHIIUU B PEKUME .

Access Point WDS.Station WDS pexum coBmectum ¢ WPA/WPA2 mmdpoBanuem. Pexum
Station WDS — Bridge siBisieTcs OJIHOCTBIO ITPO3PAYHBIM ISl BCEX MPOTOKOJIOB BTOPOTO
YpPOBHSL.

Access Point - D10 Touka nocryna crangapra 802.11 .

Access Point WDS - Ot1o 802.11 Touka noctymna mo3BosisieT OpraHu30BaTh MPO3PAYHbIIA MOCT
2ro ypoBHS €O cTaHuuel B pexxume Station WDS.

WDS Peers- ykaxute MAC-anpeca WDS yctpoticta B monsix WDS Peers. Onun MAC-anpec
IUISL peXKHMMa TOYKa-TOuKa, /10 mectd WDS MoryT ObITh YKa3aHbI U1 UCTIOJIb30BaHUS
COEMHEHHS TOYKa-MHOTOTOYKA.

Omnuus Auto a5 Toro, 4yro0sl ycraHoBUTE WDS cBs3b Mexny Toukamu ectuWDS peers He
yKazaHsl ucnonb3yercs B pexxume AP WDS. Ecnu onmust Auto BKITFOUeHa, TOUKH OyIyT
BbIOUpaTh WDS nupos B cootBeTcTBHU ¢ SSID. Touka noctyna WDS nomxHa nmets SSID kak
WDS Peer 94T00bI aBTOMaTH4e€CKH YCTAHOBUTD CBS3BIIPUIIPH aKTUBAIMU oy Auto . JlaHHast
KOH(UTypaLus TaKke U3BECTHA Kak pernutep. ba3oBas cranuus B pe:xkume WDS u Bce WDS



NHUPBI JOJKHBI pad0TaTh HA OIHOM YacToTe , IPH OJMHAKOBOM IIMPHHE CIEeKTPa U

O/IMHAKOBBIX HACTPOIKAaX 0€30I1aCHOCTH.

SSID- naentudukarop ucnonsyercs st 802.11 6ecripoBoHOI ceTu B pexume Access Point

mm Access Point WDS. YerpoticTBa, coeHeHHBIE ¢ 0a30BOM CTaHIMEH, OynyT MOIydarh

HIMPOKOBEIaTeIbHbIE TAKEThl OT TOUYKH J0CTyMa ¢ AaHHbIM SSID.

Hide SSID- otkmtount Bemanue SSID NanoStation . 1 Hao6opot caenaet Buaumbim SSID.

JlocTyIieH ToJbKO B peskumMe Access point.

JlocTymHBIE TOUKHU JAOCTYIIAa MOYKHO TOCMOTPETh ¢ OMOIIbI0 KHOMKK "Select” (He 11 pexuma

Access Point), Beibepute Touky 10CTyIa U3 CIUCKa M HAXKMUTE KHOTIKY "Select"

uisnonktodeHus Kk Heil. Knomnka "Scan", 00HOBIISIET CIUCOK TOCTYITHBIX O€CIPOBOHBIX CETEH.
5 UBNT ey - Gi =il ==

() 192.168.1.20/survey.co
Site Survey

ce=athl
ace=ath i

Scanned Frequencies:
2412GHz 2 417GHZ 2 422GHz 2 427GHz 2 432GHz 2 437GHz 2 442GHz 2 447GHz 2 452GHz 2 457GHz 2 462GHz

MAC Address 351D Device Name Encryption Signal / Noise, dBm Frequency, GHz Channel
00:90:4C:C1:00:00 senao MOME -74/-90 2437 3}
00:23.54.6F:F0:59 pandr28k4-232 WPA -84 /-90 2437 B

Selectable SSID's must be visible and have compatible channel bandwidth and security seftings

[ Lockto AP | [ Select | [ Scan |

Lock to AP MAC- ycranaBnuBaetcs Ha Station u Station WDS, B cirydae HeCKOTKUX 0a30BbIX
craniuii ¢ omuHakoBbIM SSID 3Has ee MAC MOXXHO MOAKITFOUUTHCS K HY)KHON M M30€KaTh
NEPEKIIIOUEHHSI Ha IPYTYI0 0a30BYIO CTaHIIUIO.

Country Code- ctpaHa, T7i€ TNIAaHUPYETCS UCTIOIB30BATh 3TO YCTPOUCTBO.

[IIuprHa criekTpa KaHajia, OrpaHUYEHHE BBIXOJJHOM MOITHOCTH , cMCcOK KaHainoB, IEEE 802.11
cTaHgapT OyayT yCTAaHOBJIEHBI COTNIACHO HOPMAaTHBAM CTPAHBI.

I EEE 802.11 mode

A/N mixed ams nonkitoueHus K cetsm no cragaapram 802.11a, 802.11n.

B/G/N mixed ans moxkioueHus K cetsim o cranaapram 802.11b, 802.11g, 802.11n.

Channel Width - sta mupuna cnekrpa kanana. [logaep>knBaemast mMprHa CIIEKTpa KaHAIa:
5SMHz

10MHz

20MHz - 20MTI'11 (ycTaHOBIIEH TIO YMOJIYAHHIO)

40MHz

Auto 20MHz/40MHz -ynydmienHas COBMECTUMOCTB TOJIBKO JUTsl peskuM a Station (uiu Station
WDS).

Channel Shifting- MO’)XHO CMECTHTB YaCTOTY KaHasla OTHOCUTENIHHO CTaHIApTHOM.
[IpeumymiecTBa qaHHOM (PYHKIIMH 3TO CYIIECTBEHHOE yBeIndeHue 6e30macHoCTH ceTu. C
hannel-shifting, mo3Bonsier caenars HeBuanMbIMU ceTl WI-Fi oprannzoBannbie Ha
ob6opynoBanuu Ubiquiti.



Frequency, Mhz- BeiOop yacToThl KaHasa B pesxkume Access Point. O mu s "Auto" BeiOupaet
KaHaJ ONUpasiCh Ha TEKYIIEM UCIOIb30BAaHUH U YPOBHE IIyMa HA MOMEHT
BKJTIOUEHHsI/TIepe3arpy3Kku yCTpONUCTBa.
Extension Channel - Tonbko B pexxume AP i AP WDS mmpun a kanana 40MI1 .ITo3omnsier
AirMax HcIoab30BaTh J1Ba KaHajla OTHOBPEMEHHO, YTO YBEIMYMBAET MPOU3BOAUTEIBHOCT .
Channel Scan List, MHz - Tonbko p pexxume Station u Station WDS. O rpannunBaer
CKaHMPOBAaHUE TOJBKO BHIOPAHHBIMU KaHAJTAMHU.
Frequency List, MHz - 3Ta onuus Hcrosns3 yercs ciyya e:
94acTOTa YCTAHOBJICHA B pe&XKUM "Auto", aHAIM3UPOBATHCS OYIYT TOJIBKO TEPEUHCICHHEIE B
CIHMCKE YaCTOThI
B AirSelect OyayT UCTIONB30BaHbI T€ KaHAJIBI KOTOPBIE YKA3aHBI B CITHCKE.
Output Power - 3Ta pyHK1IMS ycTaHABIMBAaET MaKCUMAaJIbHBIN ypoBeHb MolIHOCTH (B dBm)
0ecIpOBOHOTO YCTPONCTBA.
Max TX Rate, Mbps - 3Ta QpyHKIHS ycTaHABIMBAET CKOPOCTH TIEpeiau JaHHBIX ¢ KOTOPOi
NanoStation nepena et 6ecrpOBOHbIE TAKETHI.

[Tepexonum Ha BriIanky Network

Bridge Mode

NETWORK | ADVANGED, |, SERVICES,,

Network Role

Network Mode: | Bridge []
Disable Metworkc | Nane [~]

Network Settings

Bridge IP Address; () DHCP @) Static
IP Address: [192.1681.20

Netmask; |255.255.255.0
Gateway IP: _132.‘168.1.1
Primary DNS IP:
Secondary DNS IP;
MTU: {1500

Spanning Tree Protocol: [

Auto IP Aliasing: @]

IP Aliases:

VLAN Network Settings

Enable VLAN: [T

Firewall Settings

Enable Firswall: [7] | C_-:l_nfigure....

Static Routes

Static Routes: | Configure...

© Copyright 2006-2011 Ubiguiti Networks, Inc.



Bridge Mode- pexxume mocTta Nanostation nporryckae T BCe IT aKeThl JaHHBIX OT OHOTO
ceteBoro uHTepdeiica k apyromy. I1 omrocthio mpo3paunoe pemenue. WLAN u LAN
uHTEpdEichl NPUHAIeKAT K OAHOMY CETMEHTY CeT U

Bridge IP Address- ycTpoiicTBy MO>)KHO Ha3HAYUTh CTATUYECKUH a/IpecC WIN MOJTy4aTh €T0
aBromatnyecku o DHCP./lomkeH ObITh BBIOpaH oMH U3 crioco0oB mpucBoeHus [P agpeca:
DHCP - BoiOepuTe 3Ty ONIMIO JUIs NOTy4YeHus: fuHamuueckoro [P anpeca

Static - BeIOepuTE ATy OMITUIO SISl HA3HAYEeHHS cTarnueckoro [P anpec.

IP Address - IP anpec ycTpoiicTBa (ZOCTYIHO TOJIBKO B pexume Static ). ToT agpec Oyner
HCIIOJIB30BAaThCS IS ITOAKIIFOUECHUS U YIIPABJICHUS YCTPONCTBOM.

Netmask (Macka ceTn) - 3Ta BelIMUMHA OIpeesisAtoNIas, kakas yacth [P-anpeca y3na cetu
OTHOCHTCS K aApeCy CETH, a Kakas K apecy CaMoro y3Jja B 3TOH CETH.

Gateway IP - O6s1yn0 510 [P angpec poyrepa yepes3 KOTOPBIil OCYIIECTBISETCS TOCTYI B
UHTEPHET.

Primary / Secondary DNS IP - The Domain Name System (DNS) - Otu mosns onpezenstot [P
azipeca cepBepoB K koTopsIM Bullet oOparaercst kak K HCTOYHUKAM MEPEBOAA.

MTU - onpeaensieT MaKCUMaJIbHBIN pa3Mep HaKeTa OalT, KOTOPBIi MOXKET ObITh NEpeaaH Ha
KaHaJbHOM YPOBHE.

DHCP Fallback - IP -npu HeBo3moxxHoctu nonyuyenus [P anpeca or DHCP cepsepa
ucnoas3yercs 3Tot [P agpec.

DHCP Fallback Netmask - macka cetu npu HeBo3Mo)kHOCTH nionydenust [P anpeca or DHCP
cepsepa.

Auto IP Aliasing - co3naeT aBromarndecku reuepupyemMbiid [P agpec mis coorBeTCTBUS
WLAN/LAN untepdeiicy

IP Aliases (IP nceBnoHUMBI) - MOTYT OBITh HACTPOEHBI KakK Il BHYTPEHHEN TaK U JJIsl BHEIIHEH
cetu. HacTpoiika mpou3BOANUTCS B OKHE KOHPHUTypaIiy, KOTOPOE TOCTYITHO MOCIIe HaKaTHs
kHomku "Configure".

€ UBNT: [Bullet M2] - WLAN IP Aliases - Google Chrome =B X

© 1921681.20/ipalias.cqitiface=ath0

WLAN IP Aliases

IP Metmask Comment Enabled

=

[__S@ Cancel |

IP Address - ansrepuatuBHbii [P anpec mst LAN wim WLAN unTepdeiica, uCronb3yeMblil s
MapuIpyTU3alWU WU YIIPABIECHUS YCTPOUCTBOM.

Netmask - agpecHoro npocrpaHcTsa ais KoHKpeTHoro [P Aliases
Comments - nadopmanronHoe nosue a1 komeHTapus k [P Aliases



Enabled - ¢naxok BKIrOUaromuii WM BeIKIIOUatOuil onpeneneHublil [P Aliases

IP Aliases mMoryT ObITH COXpaHEHbI KHOITKOM Save uin oTMeHeHb! KHomnkoi Cancel.
Spanning Tree Protocol- B3auMocBsa3aHHbIe MOCTBI 00pa30BbIBAIOT ceTH uctonbiys IEEE
802.1d Spanning Tree Protocol (STP) co3nanHbIif 11si HAXOXKIESHUS KPATYAUIIEro MyTH 1

JIOKaJIM3alluHu U OTKIIFOYCHUS

il b= 1 WS

ETENb B TOIIOJIOTUH CETH.
Router mode

Network Role

NETWORK

Metwork Mode:

Disable Network: |

WLAN Network Settings

Router

MNone

WLAN |P Address:

{7 DHCP {7 PPPoE (@) Static

|F Address: |0.0.0.

Metmask: |

Gatewsy IP:

Primary DNS IP:

Secondary DNS IP:

MTU:

Enable DMZ:
Auto IP Aliasing:
IF Alisses:

Change MAC Address:

LAN Network Settings

|IF Address:

Metmask: |

Enable NAT:

MTLE: |

Enable DHCP Server:

Port Forwarding:

VLAN Network Settings

Auto IP Aliasing:
IP Aligses:

|a.0.

D Configure. ..

Enable VLAN:

Multicast Routing Settings

Enaktle Multicast Routing:

Multicast Upstream:

Firewall Settings

]
| WLAN

Ensble Firewsll:

Static Routes

D C:'}nfigurE...

Static Routes:

Configure. ..

Router mode- B pexxume poyrepa, ponu LAN u WLAN unTepdeiicoB cornacyroTcs
OTHOCUTENBHO peknuma Wireless:

AP/AP WDS- BecnipoBoiHoii uHTepdeiic n 6ecrpoBOHbIE KIMEHTHI CYMTAIOTCS JIOKAJIbHBIMU, a
Ethernet uaTepdeiic moakitogaeTCcs K BHEITHEH CETH;



Station/Station WDS- becripoBoHo#t nHTepdeiic 1 6ecipoBOiHbIE KIHMEHThI CUUTAIOTCS
BHEIIIHEH CceThio, a Lan mHTepdeiic u Bce MOAKIIOUEHHBIE K HEMY BHYTPEHHEH CEThIO.
ITpoBoaHbIe U 6€CITPOBOIHBIE KIMEHTHI MAPIIPYTH3UPYIOTCSA U3 BHYTPEHHEN CETH BO BHEIIHIONO
1o ymouyanuio. NAT- paboTtaer.
WLAN Network Settings
IP Address - stot IP anpec naznauaercs WLAN unTepdeiicy, KoTopslid HOAKIIOUEH K
BHYTpPEHHEH CETH COINIACHO OJHOMY U3 PaXKMMOB PaOOThI ONMMCAHHBIX BhImIe. ITOT [P
ucnoib3 yercd kak I[P axgpec numo3a uis MapiipyTu3anuy B 0 BHYTPEHHEN CETH , U JUIs
HacTpoiiku Nanostation.
Netmask - aTa BenuuuHa onpenensomasl, kakas yactb [P-agpeca y3na cetn oTHOCUTCS K
aZpecy CeTH, a Kakas K aJpecy CaMoro y3Ja B 3TOH CETH.
Primary/Secondary DNS IP - The Domain Name System (DNS) - Ot nomns
onpenenstot [P agpeca cepBepoB k kotopsiM Bullet oOpaniaercs kak K ICTOUHUKAM
IIepPEeBO/A.
MTU- omnpenenseT MaKCUMaJIbHBINA pa3Mep nakeTa 6aiT, KOTOPbIi MOXKeT ObITh NepeaaH
Ha KaHAJIbHOM YPOBHE.
Gateway IP - O6b14H0 3710 IP anpec poyrepa depes KOTOPbIi OCYIIECTBISAETCS JOCTYII B
UHTEPHET.
Primary / Secondary DNS IP - The Domain Name System (DNS) - Otu mosnst
onpenensitot [P agpeca cepBepoB k kotopsiM Bullet oOparniaercs kak K ICTOUHUKAM
IIepPEeBO/A.
Enable DMZ- 3Ta 30Ha MOKET OBITh BKIIOUEHA U UCIIOIL30BATHLCI KaK MECTO, TIIE
MOKHO pa3MecTuTh Takue cepBHchl kak Web, Proxy,E-mail cepBepbl Takum o06pasom,
4T0OBI OHM MOTJIM 00CTY)KMBATh JIOKAJIBHYIO CETh U ObITh N30JUPOBAHHBIMU OT Hee IS
BBICOKOM 0€30IacCHOCTH.
DMZ Management Port- nopt Be6 unrepdeiica 1 ycTpoWCTBa UCTIONb3yEMBbIH TSt
XOCT ycTporicTsa ecin onuuss DMZ Management Port aktuBrpoBaHa.
DMZ 1P- noaxitoueHHbI K BHYTPEHHEH CETU XOCT, yKa3aHHbId B moie DMZ IP angpec
OyZeT TOCTYNEH U3 BHEIIHEH CeTH.
PPPoE
PPPoE: Point-to-Point Protocol over Ethernet (PPPoE) - BupTyansHoe yacTHOE U
0e30macHoe MOIKIIOUCHHE MEXTY ABYMSI CHCTEMaMHU
PPPoE Username — uMs 1oyib30Batesis s OJAKII0YeHUS K cepBepy (Ha PPPoE
cepBepe JI0JKHBI ObITh COOTBETCTBYIOIINE HACTPONKHU);
PPPoE Password — naposb 1151 TOAKIIOYEHUS K CEPBEPY.
Show - YcranoBute 310T (u1axok A oToOpakeHust cuMBoiioB napois PPPoE .
PPPoE MTU/MRU — makcuManbHbIi pazmep OaiiTax nepenaBaeMoro/mpuHIMaeMoro
0J10Ka JaHHBIX MHKAICyIupyeMoro Tpaduka npoxonsiuero yepe3 PPP TyHuens.
PPPoE Encryption — BkiitoueHue/ BHIKIIOUSHHE UCTIONb30BaHus mmdposanus MPPE
Auto IP Aliasing - co3naer aBTomarnuecku reaepupyemsliii I[P anpec mist coorBercTBUs
WLAN/LAN untepdeiicy
IP Aliases(IP nceB1oHUMBI) - MOTYT ObITh HACTPOEHBI KaK JJI1 BHYTPEHHEHN TaK U s
BHelHel cetu. Hactpoiika npou3BoauTCst B OKHE KOH(PUTypaluy, KOTOPOE JOCTYITHO
nociie Haxkarust kHonku "Configure".
IP Address - ansrepuatuBHbiii [P anpec st LAN unn WLAN unTepdeiica,
UCIIOJIb3YEMBIH 111 MapUIPyTHU3aLMK WU YIIPABIECHUS yCTPOUCTBOM.
Netmask- anpecHoro mpoctpaHcTBa st KOHKpeTHOTO [P Aliases
Comments- nHdopManmoHHoe noje 1y komeHtapus k [P Aliases
Enabled- ¢naxxox BkIIOUaronuii wiv BeIKIIIOUatoUnii onpenenennbiit [P Aliases
IP Aliases MoryT OBITH COXpaHEHBI KHOIIKOM Save WM OTMEHEHBI KHOTKO# Cancel.



Change MAC Address- nanHast QyHKIHS 1103BOJIsIeT jJerko n3mMenuts MAC ajpec
uHTepdeiica.

LAN Network Settings
IP Address - oot IP anpec naznagaercst LAN unTepdeiicy, KOTOpPbIi MOIKIIOYCH K
BHYTPEHHEHN CETH COIVIACHO OJTHOMY U3 PAKUMOB Pa0OThI ONMCAHHbIX BbIlIe. D10T [P
ucnoinb3 yercs kak [P agpec nuiro3a ais MapiipyTU3aliy B O BHYTPEHHER CETH , U U1
HacTpoiiku Nanostation.
Netmask - ota BenuuuHa onpenenstomnas, kakas yactb [P-agpeca y3na cetn oTHOCUTCS K
aZpecy CeTH, a Kakas K aJpecy CaMoro y3Ja B 3TOH CETH.
Enable NAT - no3sosnsier nepecbuiath naketsl ¢ LAN untepdeiica na IP 6ecripoBogHOro
uHTEpdeiica u 3aTeM OCYIIECTBISATH MAPIIPYTH3AIHIO HAa KIIMEHTOB PACIIOIOKEHHBIX B
JIC.
Enable NAT Protocol: eciiu NAT akTUBEH TO JaHHBIE MOTYT OBITH MOTUDUITUPOBAHBI
11 IPOXO’KACHUS yepe3 poyTep. i Toro 4ToObl IpeJoTBPATUTh MOJU(PHUKALIUIO
cneungpuueckux makeros (SIP, PPTP, FTP, RTSP) caumMute 0TMETKY ¢ HY>KHOTO.
MTU - onpezenser MakCUMaJIbHBIIN pa3Mep MakeTa 0ailT, KOTOpbIil MOXKET ObITh MepeaaH
Ha KaHAJIbHOM YPOBHE.
Enable DHCP Server - DHCP cepsep npucsauBaet [P anpeca kiamenram
MOJKJIIOYEHHBIM K HHTEpdeiicy.
Range Start/End - quanazon onpezaesnstouuii cnucok [P anpecoB DHCP cepgepa.
Lease Time - cpok apennsi [P agpeca BeimaBaemoro DHCP cepsepom .3HaueHue
yCTaHaBIMBAETCH B CEKyH1ax. max 172800.
Enable DNS Proxy - pynkuus no3posnser nepecbuiars 3amnpocbl DNS ot ycTpoiicTs
Haxo/sIIMXcsl BO BHyTpeHHel cetu kK DNS cepsepy.
Port Forwarding - onuus no3BosisieT NepeHanpasisaTh OTIPEIEICHHbIE TIOPTHI U3
BHYTPEHHEHN CETH BO BHEIIHIOIO.



Port Forwarding

Private I[P Frivate Port Type Source IPimask Fublic Pot Comment Enabled
o TCP [=] L NE
2 TCP || J
3 TCP [+] ]
4. TCP [»] =% [
5. TCP [=] { _~__ | =B
6. TCP [+] d ] ||
i TCP || : 4 I
8. TCP [] '
9. TCP [] :
10. TCP [+] 4 )
11. TCP [+ g ]
12 TCP [m] | _
13, TcP =] [ ' [l
14, TCP [%] B ]
15, TCP [=] | ]
16. /][] '
7 p | e [=] ]
18. TCP [+ ]
19. | | [rlE &
0. , TCP [=]

Save | | Cancel |

Private IP -IP anpec ycTpolicTBa U3 BHyTpEHHEHN CETH K KOTOPOMY HYKHO IOJIY4YUTh
JOCTYI U3 BHEILIHEN CETH.
Private Port -TCP/UDP nopt npunoxkeHus paboTaromiero Ha yCTpOHUCTBE U3
BHYTPEHHEHN CETH;
Type - TUII IPOTOKOJIa KOTOPBIM JTOJIKEH MEPEHANPABIIATCS U3 BHYTPEHHEHN CETH.
P ublic Port -TCP/UDP nopr yctpoiictBa NanoStation , KoTopoe OyJeT nepeHanpaBisiTh
MOJKJIIOYEHNE U3 BHEUIHEW CETU Ha YCTPOMCTBO BO BHYTPEHHEN CETH.
Comments - TEKCTOBOE 0JIE JIJIs1 KOMMEHTAPUSI.
Enabled -¢dnaxxox BKIIO4arOIMii WK BBIKIIOUAIOLIUI MPABUIIO MIEPEHAIIPABIICHUS.
VLAN Network Settings

Enable VLAN - BKJItO4a€T BO3MOXHOCTb UCIIOJIb30BAHHS BUPTYAJIbHBIX CETEN
VLAN ID - 3HaueHune npucBaeMoe kaxaomy ycrporctsy. VLAN ID npencrasisier
OTAEIIbHYIO BUPTYaJIbHYIO CETh.
VLAN Network- onpenernser kakomy uHTepdeiicy Oyner Ha3HaYeH NPUCBOCHHBIN
VLAN ID.

Multicast Routing Settings
[Tpu nonnepxke Multicast (MHOrOaipecHO OTIIPaBKH), MPUIOKEHHUS MOTYT IOCHLIATh
OIHY KOIIMIO KayKJIOTO MTAKeTa IPYIIe yCTPOUCTB KOTOPHIE XOTATh €10 IPUHSITH.



Enable Multicast Routing - akTMBUpyeT IPOITyCKaHUE MHOT0aIPECHBIX TAKETOB MEXKIY
BHEUIHEN U BHYTPEHHEH CETSIMH.

Firewall Settings
Firewall moxet ObITh aTrBUpOBaH Ha Nanostation ¢ momoiisio ¢pyHkiuu Enable
Firewall . Hactpouts daeppon moxxuno HaxkaB Configure .

Firewall

Action Interface  IP Type Mot Source IP/IMask Mot Src Paort Mot Destination IP/Mask Mot DstPort Comment On
1. [DROP [=] [any [=] [IP [=] @ [ [
2 [oroP [] [any [=] [P [&] &
3. [prRoP [=] [any [=] [P [=] B ] O
4 [DrROP [=] [any [=] [P [=] B [ O
5. [DROP [=] [any [=] [P [=] B E L
6. [DrROP [=] [any [=] [P [=] I il | 1
7 [DROP [=] [anY [=] [P [=] E ] O
g [proP [+] [any [=] [P m ]
9. [DRoP [=] [any [#] [P [¢] B [ O
10. [DROP [=] [any =] [P [¢] B
11. [DROP [=] [any [=] [P [=] B o O
12. [DrROP [=] [AnY [=] [P =] @ m o
13. [DROP  [=] [any [=] [IP [=] & E L
14 [DROP [=] [any [=] [P [=] B [ |
15. [DROP [=] [any [=] [IP [=] [ [ 1
16. [DROP [=] [any [=] [P [5] B r m ]
17. [DrROP [=] [any [=] [P [¢] B m m
18. [DROP [=] [any [=] [IP [=] &
19. [DROP [] [AnY [=] [IP = [ ] ]
20 [DROP [=] [any [#] [P [=] & O O

Save Cancel

Action- Bei6op mexay npaBuiamu ACCEPT unu DROP. Ecnu Accept To makeTsl OyayT
npoxoauTs 0e3 uzmenennit. Eciiu DROP To makeTb! OyayT OTKIOHSATHCS.
Interface - uaTepdeiic Ha KoTopom ocyiecteisiercs Gubrparus (WLAN, LAN wim
PPP);
IP Type - ykazanue mpoTokoiia Ha KotopoM padoraet npasuio (IP, ICMP, TCP, UDP, P2P);
Source IP/mask- ucTounuk nmakeros, 3To IP ycTpoiicTBa KOTOp 0O€ MOCHIIAET MAKETHI.
Source Port- TCP/UDP nopT ncTouHuKa makera.
Destination IP/mask -IP agpec Toukn Ha3HadeHus nakera, 3o [P aagpec ycTpoiicTBa KOTOpOii
aJipecoBaH IMaKeT.
Destination Port -mopt naznauenuss TCP/UDP nakera.
Comments- nosie Jj1s1 KOPOTKOIO KOMMEHTapHsl.
On- ¢ra)kok BKITIOUAIOLTUI WK BRIKITIOYAIOIIHNH TPaBUIIO.

No t - oniepaTopsl HHBEpTUpPYIOLTUE 3HaUeHU € monieil Source IP/mask, Source Port, Destination
IP/mask , Destination Port.

Static Routes



Static Routes

Target Metwork 1P Metmask Gateway IP Comment on
1| | | | ANk
2. | | | | e @
3 | | I _ | B
4 | | | L~ =
5. | | | | R
6. | | | | _ =
7| | | | k=
8 | | | | k=
9. | | L. /| =
10.] | & ]| |
1| | N | k=
12| | 2 7 | =
13| | = NN ] | | R
14| | | —\ | R
15| | _ | | | B
16.| A ) N7 | | k=
ud >N | | I B
ta I [ I m
W[ 1 7 [ I B
[ 2% | [ I B

B sTOM pasnene BbI MOXKeTe B pydHYIO JOOABUTh CTATUYHBIE MTPAaBUIIa MApLIPyTHU3ALIUH B
Tabauiy System Routing, 3To mo3BonuT yka3ars KOHKpeTHbIH [P agpec(a), koTopble mpoxoasT
4yepes3 ONpPEEeICHHbIN [IUTH03.
Jlnst kax ol 3amucy TOJDKEH OBITh yKa3aH aercTBuTenbHBIN Target Network IP, Netmask,
Gateway IP, k ommenTapuii ramouka ON a5 BkiItoueHus npasuiia. Ilociie yero HaxxMuTe KHOIKY
Save nns coxpanenus uaMeHnenuit win Cancel 1711 OTMEHBL.
Enable Traffic Shaping - KOHTpOJIb IPOMYCKHOM CIOCOOHOCTH YCTPONCTBA.

Crpanuna Advanced
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Advanced Wireless Settings

i | ADVANCED

RTS Threzshold: [2346 Off
Fragmentation Threshold: 12345 . |I| Off
Distance: 0.4 miles (0.6 km}
ACK Timeout: |31 | [@]Auto Adjust
Aggregation: [J] Enable
[32 Frames |50000 Bytes
Multicast Data: [W] Allow Al
Enable Installer EIRP Control:
Enable Extra Reparting: [¥]
Sensitivity Threshold, dBm: |-86 [#] Off
Advanced Ethernet Settings
Enable Autonegotiation: [
Link Speed, Mbps: | 100 [
Enable Full Duplex:
Signal LED Thresholds
LED LED2 LED3 LED<4
Threshelds, dBm: - IEi - :SD - 73 - |63
Traffic Shaping
Enable Traffic Shaping: [#]
Incoming Traffic Limit: .E-1?_- I kbit's
Incoming Traffic Burst: :U 4 kBytes
Outgoing Traffic Limit: |512 kbit's
Outgoing Traffic Burst: lD kBytes

OTa BKJIaJKa COAEPKUT pacIIMPEHHbIE HACTPOMKU MapUIpyTU3aLUU U OECIIPOBOJHOTO

uHTepderica.

RTS Threshold- pa3smep nepenaBaeMoro nakeTa v 3a c4eT TOYKU AOCTYIA, IOMOTAET YIPaBISTh

MMOTOKaMH Tpaduka.

Fragmentation Threshold - makcuManbHbIN pazmep nakeTa 10 €ro pa3iAeieHusl Ha HECKOJIbO
naketoB. Jlnama3zoH paBeH 256-2346 6aiit, unu off. Mcnons3oBanne Fragmentation Threshold
MOJKET YBEIMUUTD HAJIEKHOCTb IIEPEaun KaJpOB.

Distance - paccTosiHIEe B MIJISIX/KWJIOMETPaxX UCIIONB3Ys CIaliiep MU BBEIUTE 3HAUCHUE.
N3menenue pacctosiHus nu3MeHHT 3HaueHune napamerpa ACK Timeout B COOTBETCTBHM 3HaUEHUIO

JAUCTaHIIUU.

ACK Timeout - BpeMEHHOI MPOMEKYTOK pacro3HaBaHus. Korga cTaHIMs MOTyYaeT MaKeT
naHHbIX oHa nockiaeT ACK maker Touke nocryna (B ciydyae oTcyTcTBus omnOku). Ecnu
cranuus He noiaydaer ACK nakeTr oT TOUKHM JO0CTyna B yCTaHOBJIEHHOM IIPOMEXKYTKE BPEMEHH,
OHa MIOBTOPSIET OTIIPABKY MAKeTa.



Auto Adjust - 5TOT (haxxok BKITIouaeT aBTokoH(purypuposanue napamerpa ACK Timeout.
Aggregation - yacts ctanaapta 802.11n. ITo3BosseT OTHpaBiIsATs HECKOIBKO KaJpOB MpU
OZHOKPATHOM TOJIKIIIOYEHUH K cpefie, 00bEeUHSISI KaJpbl B OMUH OOJIBILION Kajp.
Frames - konruecTBO KaapoB 00be11 HEHHOM KaJipe .
Bytes- pazmep B OaiiTax 00b€a1 HEHHOTO KaJpa .
Multicast Data- B kitogyaet nmpornyckaHiue MHOroaapecHoro tpaduka. [To ymonyanuro
OTKJIIOYEHA.
Enable Installer EIRP Control - KoHTpob 3 $HEKTHBHO U30TPOITHO U3Ty4a€MOI MOIIHOCTH.
Enable Extra Reporting - mo3BossieT BBIBOIUTH JONOTHUTENBHYIO HHPOPMAIIHIO B
yopasisironux gpeimax 802.11.00619HO UCTIONB3YETCS IS UISHTU(DUKAIIANA CUCTEMBI 1
JAHHBIX O CTAaTyce B YTHJIUTaX JJIsl OOHAPY)KEHUS U ONEePAIIMOHHBIX CUCTEM MapIPyTH3aTOPOB.
Sensitivity Threshold, dBm - MuH1ManbHbIN ypoBEeHb CUTHAJA /711 KIIMEHTA IIPU KOTOPOM
BO3MOYKHO MOJKIIIOYUTHCA K Touke. KIIMEeHT ¢ ypOBHEM CHUTHAJIa HUXKE YKa3aHHOM BEJIMYMHBI
Oy/IeT OTKITIOYCH.
Advanced Ethernet Settings
Enable PoE Passthrough - ycrpoiictBo no3somnser nepenars nuranue POE ¢ miaBHOro nopra
Ha BTOPOCTEINEHHBIN, TEM CaMbIM MO3BOJISA 3aUTaTh Hanpumep [P kamepy.
Enable Autonegotiation - aBToMaTH4eCK 0€ CONIACOBAHKE NTAPAMETPOB MEPEAAYH C IPOTUBHOU
CTOPOHOM, TaKHX KaK CKOPOCTb U AyIjiekc. B a3ToM mpouecce ycTpoiicTBa 0OMEHHUBaIOTCS
uHpOpMaLueil 0 CBOMX MapamMeTpax U 1ociie BEIOUPAIOT ObICTPEHIIINIA PeKUM NepeadH,
KOTOPBIN 00a moAiepKUBaroT. ECiTi BB XOTUTE yCTAaHOBHUTH 3TH TTApaMETPhl BPYUHYIO,
OTKJIFOUHUTE 3Ty (PYHLKIHIO U BEIOUpETe HeOOXOAUMBIE 3HAUCHHUSL:
Link Speed, Mbps: BbIOMpeTe MaKCUMaJIbHYIO CKOPOCTh IIEpeauyl JaHHbIX. EcTh 1Ba
BapuanTa : 10Mbps niau 100Mbps. Eciu BeI ncnionb3yere oueHb aiauHHBIN Ethernet kaGensp,
CKOpOCTh coenuHeHus B 10Mbps nomkHa 00ecrieunTs YUYyl CTaOMIbHOCTb.
Enable Full Duplex: BriOop pexxuma nyruiekca; eciiu BKIOYEHO YCTPOHCTBO pabomaeT B
MIOJTHOM JyTiIeKce (TI03BOJISIET IByCTOPOHHIOIO Iiepeiady JaHHBIX B 000MX HAIpaBICHUAX
omHOBpeMeHHO). Ecin oTKII0ueH0, yCTpOMCTBO OyzieT paboTaTh B pEKUME MOTY-TyTUIeKca
(Mo3BOJISET IBYCTOPOHHIOIO Mepeiady JaHHBIX B 000MX HalpaBlIeHHUsIX, HO HE OJJHOBPEMEHHO, a
TOJILKO B OJTHOM HAaIpacjaeHUH B OTHO U TO K BPEMs).

Signal LED Thresholds
WuavkaTopbl Haa 3aHel manenu ycTporcTs ¢ AirOS v5.3 MoryT 3aroparbcsi, KOrja BeTUINHbI
II0JIy4a€MOI0 CUTHAJIA YKAa3aHbl B COOTBETCTBYIOIIUX MOJIAX. DTO MO3BOJISAET TEXHUKAM
YCTaHABJIMBATh KIIMEHTCKHE YCTPOUCTBA 0€3 HEOOXOAMMOCTH MOJKITIOYCHUS K HEMY (HarpuMmep
BBICTABJISITh [I0JIO)KEHUE aHTEHHBI).
LED I(xpacHblif) OyneT BKIIOYaThCS €CJIM YPOBEHb CUTHAJIA JOCTUTHET 3 HAYSHHUS B 3TOM TIOJIE.
LED 2(>xenTslit) OyzieT BKIIIOYATHCS €CJIM YPOBEHb CUTHAJA JOCTUTHET 3 HAYEHUS B 3TOM I10JIE.
LED 3(3enenslii) OyIeT BKIIOYATHCS €CIIM YPOBEHb CUTHAJA IOCTUTHET 3 HAYCHHSI B 3TOM T10JIC.
LED 4(3enenslif) OyneTr BKIIOYATHCS €CIIU YPOBEHb CUTHAJIA JOCTUTHET 3 HAYEHUS B 3TOM II0JIE.

7.11epexonuM Ha BKJIAAKY Services
K ondurypanus cepuco takux kak: SNMP, SSH, System Log u Ping Watchdog .
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Ping Watchdog SHMP Agent
Enable Ping Watchdog: [7] Enable SHMP Agent: [T
IP Address To Ping: SNMP Community: | public
Ping Interval: | 300 seconds Contact: 2
Startup Delay: |300 seconds Location: 3

[

Failure Count To Reboot: |

Web Server SSH Server
Use Secure Connection (HTTPS): [] Enable 55H Server: [J]
Secure Server Port: | 443 Server Port: |22 .
Server Port: 'B.D . Enable Password Authentication: @
Session Timeout: |15 minutes Authorized Keys: | Edit...
Telnet Server NTP Client
Enable Telnet Server: [7] Enable NTF Client: [T]
Server Port: (23 NTP Server:
Dynamic DNS System Log
Enable Dynamic DNS: [7] Enable Log: [7]
Host Name: i = : Enable Remote Log:
Username: Remote Log IP Address:
Password: A A j |:| Show Remote Log Port: | 514

Device Discovery

Enable Discovery: [

& Copyright 2006-2011 Ubiguiti NMetworks, Inc.

Ping watchdog BxitouaeT Ha ycTpoiicTB € Bullet B peskuM nepeoanveckoro muHra y Ka3aHHoro
IP agpeca. Ecnu onpeneneHHoOe KOJIMYECTBO OTBETOB HE MPUXOJIUT — MPOUCXOIUT Iepe3arpys3Ka
YCTpOMCTBA.
IP Address To Ping - IP anpeca xocTa 17151 KOHTPOJIS CBA3H .
Ping Interval- Bpems B cekyHaax Mexay 3anpocamu. 11 o ymomuanuro 300.
Startup Delay - Bpems 3agepxku B ceKyHax 10 3anpoca. [lo ymonuanuto 300 cekyHa.
Startup Delay nomxna 6b1Th He MeHee 60 ceKyH]I.
Failure Count to Reboot - xonruecTBo nonydyeeHsx oBeToB.ECiiM KOIM4eCTBO 3aIIpOCOB HE
Oyzet nosyueHo B TeueHun BpeMeHu Startup Delay , Ping Watchdog nepesarpysur
YCTPOMICTBO.
Simple Network Monitor Protocol (SNMP) ucnons3yercs 1ji1 MOHUTOPUHTA MOJKIF0UYaeMbIX
K CETH YCTPOUCTB KOTOpPbIE TPEOYIOT BHUMaHS aJMHHUCTPATOPA.

SMTP agent



SNMP areHT A1 MOHUTOPUHTA ycTpoicTBa ncnonb3ys Simple Network Management Protocol
(mpotokon 0OMeH a uHpopMaIHen 1uisi yIpaBieHUs! CETEBbIMU yCTPOMCTBAMMU)
Enable SNMP Agent - Bxitouenne SNMP.
SNMP Community - 31ecb MOkHO ykazate SNMP-rpymy.
Contact- uabopMaus A CBA3U IPU SKCTPEHHON CUTYaIHH.
Location - MecTo pacnojoxeHus: ycTpoicTaa.
Web Server
3n1ech MAKHO HACTpOUTh web cepBep ycTpoiicTBa
Use Secure Connection (HTTPS) - ucnons3oBars pexum 6e3onacaocti HTTPS. Ilo
YMOJIYaHHUIO OTKJIFOYEH.
Secure Server Port - TCP/IP nopt web cepsepa HTTPS.
Server Port - TCP/IP nopt web cepsepa HTTP.
Session timeout - MakcuMaIbHOE BpeMsl Tay3 bl 10 OKOHYaHUs ceccun. [locne okoHyaHus
HYKHO 3aBHOBO aBTOPU3UPOBATHCS UCIIOJb3Yys YUETHbIE JaHHbIE.
SSH Server
3 ecb MOTyT OBITH CKOH(PUTypHpoBaHbl mapameTpsl SSH
Enable SSH Server - BxitoueHnue noctyn a uepe3 SSH nporoxou.
Server Port - TCP/IP mopt SSH.
Enable Password Authentication - eciu BKITI04€HO, JUIsl TOCTyIa K ycTpoiicTBy mo SSH Hy»kHa
YUETH asi 3alKiCh aIMUHUCTPATOPa, B UHOM CIIy4ae HYXKEH KJII04 aBTOPU3ALINH.
Authorized Keys - s ykazanus aiina kiroda gocrtymna mo SSH.

Telnet Server

Kondupanus napamerpos Telnet cepsepa
Enable Telnet Server - Bkmtouaet Telnet nocrtym.
Server Port- TCP /IP nopt Telnet .

NTP Client
The Network Time Protocol (NTP) -cereBoii mpoTOKOJ JjIsi CHHXPOHU3AIMU YaCOB
KOMIIBIOTEpA.
Enable NTP Client - sxitouenue NTP.
NTP Server - IP angpec NTP cepsepa.

Dynamic DNS

Enable Dynamic DNS - B xiirouenu e quaamudeckoro DNS. Dynamic DNS cepBuc
obecneunBaronyii onosemenne DNS cepBepa B peabHOM BpEMEHHU O JH0ObIX U3MeHeHusx [P
ajzipeca ycTpoMCTBa U Kak CJe/ICTBUE o0ecreunBas JOCTYM Yyepe3 JOMEHHOe uMs aaxe eciu [P
YCTPOWCTBA U3MEHUIICS.
Host Name - ums quaamuueckoro DNS.
Username - ums nosib3oBarens quHamuueckoro DNS.
Password - napons quHamudeckoro DNS.

System Log
Enable Log - 5ta omniusi BKI0YaeT BeICHUE CUCTEMEHOTO XypHaia. [lo ymonuyanuto onmus
OTKJIFOUEHA.
Enable Remote Log - aktuBanus ¢GpyHKIIMM OTIPaBKU COOOLIEHUIM CHCTEMHOTO XKypHaya Ha
cepsep.
Remote Log IP Address - [P agpec cepBepa xpaHEHHUs )KyTTHAN .
Remote Log Port - TCP/IP nopt cepBepa xpaHeHUsI CUC TEMHOTO JKypHasa.
8. Bkiiagka System cogep:KMT aIMHUHHCTPATUBHbIE ONIIUH.



=Ny

SYSTEM

Device Date Setiings

Device Mame: |UBNT . Timezone: | [G-I.1-T} W’Estern Eﬁrupg“- E
Interface Language: | Englizh El Enable Startup Date: |:|

Startup Date:

System Accounts

Administrator Username: |ubnt
Current Password:

New Passwaord: Verify New Pazsword;
Enable Read-Only Account:

Read-Only Account Mame:

Miscellaneous Location

Enable Reset Button: [ Latitude: |

Longitude: |

Configuration Management

Backup Configuration:
Upload Configuration: | BuGepure gain | ©ainn e swdpan Upload

Device Maintanance

Firmware Version: XM.v5.3.3
Build Number: 9534

Update... ] [ Reboot... ] [ Reset to Defaults... ] [ Support Info

& Copyright 2006-2011 Ubiguiti Networks, Inc.

Device
Device Name - ums Bullet
Interface Language - Bb100Op s13bIK BeO nHTEp(deiica

Date setting

Timezone - BEIOOp BpeMEHHOH 30HBI.
Enable Startup Date - no3BosisieT pelakTupoBaTh JaTy 3alycka yCTPONCTBA.
Startup Date - naT a 3anmycka ycTponcTBa .
System Accounts
Administrator Username - UM 1oJib30BaTeJisi C IpaBaMM aJIMUHUCTPATOPA.
Current Password - mapoJ » agMunucrparopa. H eo0xonumo 1151 u13MeHeHu st
MapoJid 1 UMEHH IM0JIb30BaTe/Id aIMUHUCTPATOPA.
New Password - rosie BBoJ1a HOBOTO I1apoOJIs.
Verify Password - nosie /st TOBTOPHOTO BBOJA MAPOJIS.



Enable Read-Only Account - BKIIFOUeHHE aKKayHTa € IPABAMU TOJIBKO I YTCHUS
Read-Only Username - ums 1oyib30BaTeds.
New Password - HOBbII 1TapoJib 1J1 YYETHOM 3alIMCH C IPaBaMU TOJIBKO JIJIsi YTEHHUSI.



